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Named Data Networking NDN
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Producer

Challenge: how can data be
securely bound to its name?
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Status Quo ACM ICN 15 -’21

Survey of over 30 NDN applications

SoK: Public Key and Namespace Management in NDN

ICN "2, September 19-21, 2022, Osaka, Japan

Table 1: An overview of selected CCN/NDN applications and their pace and key g req based on
surveying research published at ACM ICN ’15-21
Namespace Requirements Key Usage
Name Prefix Functional Components Name Format' Confidentiality ~ Authentication  Access Control
w NLSR [31] Network name Site and router names /<network>/<site>/<router> - Routing messages -
2 Lser [29] Network name Site, router, msg type /<network>/<site>/<router>/LSCR/LSA/ - - -
H <typeID>
£ SNAMP [5] Global prefix - /<network>/<site>/ - Link objects -
=
SN SRR e e s/ o prefi - Link objects  Zone mappings
2 KITE (s8] Global prefix Tracing segment /<network>/<traceSeg> - Trace interest -
“ LEONDN[45] Satellitelocation ~ — /<baseNs>/<satID> - - -
Chrmasyio) [ s o T
% PSync [86] Multicast space’ Sync interest and reply - - -
MMORPG Game ID Game instance /<applD>/<gameInst> = = =
Syne [52]
ICN-based Identity Application ID /<idPart1>/<idPart2>/<appID> - Identities Data
MIS[9]
E‘ CCN-AC[43] Anonymizer domain Parameters /<anonDomain>/[<encName>| <cmd>] Interest/Data  Anonymizer/Caches Interest/Data
Jas‘ NDN OCSP [64] ;: 8;;3::;1& Key ID and Update commans fiﬁifﬁ:fi/«eym>/<cm> - Services Update service
NDN-ABS [63] - ABE public params /<baseNS>/ABE/<public-params> Data Packets Producer Consumer
NCMP [49] - Command and params /<baseNS>/register/<cnd> Result Requester Server

gnostic

NDN-Trace [38]

Trace prefix

Parameters

/Trace/<pathType>/<traceType>/<name> -
/
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NDN Public Key Management NDN PKM

NDN Technical Report — 2015
/ndn/edu/ucla/alice/KEY/0x01/0x0A
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Key Management:
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— Distribution: ~ Owner / cert hosts
— Storage: Owner
— Rollover: X
— Revocation: Owner
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NDN Public Key Management NDN PKM

NDN Technical Report — 2015

Challenges:
Burden of key management is on key owner

Compromised keys can be used to suppress
certificate or signature revocations
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Additional packages to validate a single
NDO)

N M

— | e

Structurl;.: c Hierarchical
Allocation:
— Granularity: Subspace
— Cardinality: 1—n
— Persistence: Transient
— Security: TA Signature
— Delegability: v
Governance:
— Scope: Local
— Organization: Centralized

— Public Key Manag; t
Trust Model: Hierarchical
Key Management:
— Issuance: Namespace Principal
— Distribution: ~ Owner / cert hosts
— Storage: Owner
— Rollover: X
— Revocation: Owner

7/11



Trust Schema

ACM ICN ’15

SoTrust Rule

rNamed Data Object

Content Name
{ /org/ietf/alice/cv.pdf

MetalInfo
{ ContentType, Freshness,

Payload

Hello World!

KeyLocator:

/org/ietf/alice/KEY/1/1,

Signature

SigInfo
SigType :
SignatureEd25519

4C4F52454D20495053554D

N eM t
Struc;ure: " Hierarchical
Allocation:

— Granularity: Arbitrary
— Cardinality: 1—n
— Persistence: ~ Permanent
— Security:  TA Signature
— Delegability: X
Governance:

— Scope: Local

— Organization: ~ Centralized

Public Key Manag t
Trust Model: Hierarchical

Key Management:

— Issuance:
— Distribution:
— Storage:
— Rollover:
— Revocation:

Designated CA
Owner
Owner

X
X

8/11



Trust Schema

ACM ICN ’15

SoTrust Rule

<org><ietf>[user]<> — <org><ietf>[user]<KEY>

rNamed Data Object

Content Name
{ /org/ietf/alice/cv.pdf

MetalInfo

{ ContentType, Freshness,
Payload

( Hello World!

KeyLocator:
/org/ietf/alice/KEY/1/1,

Signature

SigInfo
SigType:
SignatureEd25519

4C4F52454D20495053554D

Namespace Man nent
Structure: Hierarchical
Allocation:
— Granularity: Arbitrary
— Cardinality: 1—n
— Persistence: ~ Permanent
— Security:  TA Signature
— Delegability: X
Governance:
— Scope: Local
— Organization: ~ Centralized
Public Key Manag t
Trust Model: Hierarchical
Key Management:
— Issuance: Designated CA
— Distribution: Owner
— Storage: Owner
— Rollover: X
— Revocation: X

8/11



Trust Schema

ACM ICN ’15

SoTrust Rule

<org><ietf>[user]<KEY> — <org><ietf><admin><KEY>
<org><ietf>[user]<KEY> — <org><ietf><ndnmaster><KEY>

rNamed Data Object

Content Name
{ /org/ietf/alice/KEY/1/1

MetalInfo

{ ContentType, Freshness,
Payload

( Hello World!

KeyLocator:
/org/ietf/admin/KEY/3/1,

Signature

SigInfo
SigType:
SignatureEd25519

4C4F52454D20495053554D

N eM t
Struc;ure: " Hierarchical
Allocation:

— Granularity: Arbitrary
— Cardinality: 1—n
— Persistence: ~ Permanent
— Security:  TA Signature
— Delegability: X
Governance:

— Scope: Local

— Organization: ~ Centralized

Public Key M it
Trust Model: Hierarchical

Key Management:

N

Issuance:
Distribution:
Storage:
Rollover:
Revocation:

Designated CA
Owner
Owner

X
X

8/11



Trust Schema

ACM ICN 15
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NDNSSEC
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https://ietf.org/alice/cv.pdf
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— Rollover: v

— Revocation: Issuer
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NDNSSEC

ACM ICN 19
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Identity-based Trust
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Conclusion

Namespace Management

Application-level names are used at the network
layer

Current proposals focus on locally unique
names

Internet-wide names will consists of two parts,
one that requires global and one that requires
application-level management

Security is based on custom PKls
Public Key Management

Bootstrapping procedures and renewal and
revocation schema are open problems
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